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2000

Incidents
Year reported
1988 6
1989 132
1990 252
1991 406
1992 773
1993 1334
1994 2340
1995 2412
1996 2573
1997 2134
1998 3734
1999 9869
2000 21576
2001 54658
2002(Q1—Q3) 73359
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Rise in Cyber Attacks
The number of reported compaster hacks
began growing guickly in the lafe 19905,

Number of reported cyber incidents
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WS: Work Station— Factory Automation , Computer Intergrated Manufacturing
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Cyber Terror  Cyber war

DCS ( Digtributed Control System)
SCADA (Supervisory Control and Data Acquisition)

1.Counterterrorism analysts have known for years that terrorists often prepare for attacks with
elaborate "targeting packages" of photographs and notes. But, in January, U.S. forces in Kabul,
Afghanistan, found something new. A computer seized at an al Qaeda office contained models
of a dam, made with structural architecture and engineering software, that enabled the
planners to simulate its catastrophic failure. Bush administration officials, who discussed the
find, declined to say whether they had identified a specific dam as a target. The FBI reported
that the computer had been running Microstran, an advanced toal for analyzing steel and
concrete structures; Autocad 2000, which manipulates technical drawings in two or three
dimensions; and software "used to identify and classify soils," which would assist in predicting
the course of a wall of water surging downstream. To destroy a dam physically would require
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"tons of explosives," Assistant Attorney General Michael Chertoff said a year ago. To breach it
from cyberspace is not out of the question.

cyber terror

Microstran 2D, 3D
autocad 2000

Cyber . 9

2. In 1998, a 12-year-old hacker, exploring on a lark, broke into the computer system that runs
Arizona's Roosevelt Dam. He did not know or care, but federal authorities said he had
complete command of the SCADA system controlling the dam's massive floodgates.
Roosevelt Dam holds back as much as 1.5 million acre-feet of water, or 489 ftrillion gallons.
That volume could theoretically cover the city of Phoenix, down river, to a height of five feet.
http://www.itsa.org/l TSNEWS.N SF/4e0650bef 6193b3e852562350056a3a7/3f 141fc26dcebd5a35256be600
61701620penDocument

12
12 SCADA system

. 489
400 5

3. In Queensland, Australia, on April 23, 2000, police stopped a car and found a stolen
computer and radio transmitter inside. Using commercially available technology, Vitek Boden,
48, had turned his vehicle into a pirate command center for sewage treatment. Boden's arrest
solved a mystery that had troubled the area's wastewater system for two months. Somehow
the system was leaking hundreds of thousands of gallons of putrid sludge into parks, rivers
and commercial properties. Until Boden's capture -- during his 46th successful intrusion -- the
utility's managers did not know why. Specialists in cyber-terrorism have studied Boden's case
because it is the only one known in which someone used a digital control system deliberately
to cause harm.

http://www.theregister.co.uk/content/4/22579.html

12 2000 4
SCADA

Vitek Boden 2
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Infra Structure Control system

SCADA (Supervisory Control and Data Acquisition)
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SCADA , DCS
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SCADA DCS

P

CRM( Customer Relation Management) , CIM( Computer Intergrated Manufacturing)

PC
IDS Frewdl,

2. Utility  Tool
SCADA DCS Utility
Todl

Utility
IDS  Firewdl

Utility Tool
3. Vendor
)
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: http://www. hani.co.kr/secti on-005000000/2002/10/005000000200210142158142.html

4. Remote management tool

IDC (Internet Data Center)
IDC
. PC Anyware, Termina
Server , VNC SCADA & DCS
2~3 ACL

Back
Orifice , Net bus, Netcat , Key Logger
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2. SCADA
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¥t 1

1. Webste

2. DNSSever Zone-Transfer
Transfer

1. FTP,WEB, Mail Server
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SCADA

1 User Interface VB,
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TCPIP
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SCADA

2 RTU IED IP

RTU: remote termind unit
|ED: Intelligent Electronic Device

3 Device Protocol (ex. UCA /MMS & DNP)

osl
UCA: Utility communication Architecture

MMS. Manufacturing Message Specifications
DNP: Distributed Network Protocol

4 Legacy Legacy
5
6. Utility Protocol

. TCP/IP PLC
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SIMULATION

Cyber Attack simulation
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Security Plan

Security Policy

1 Cyber Terror  Cyber war
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i. IDS , Firewdl , Router

Managed Security

Vi.

Security for Future
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